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Application Event Monitoring from a
Remote Host

Scenario
ServerA writes an event to the Application event log on ServerB. ServerB has a SCOM 2007 SP1 agent
installed. You want to be alert to run a response based on the event being written to ServerB.

The Problem

The problem is that natively SCOM will not generate an alert or collect the event with a rule or a
monitor running on ServerB when the logging computer is different from the computer on which the
event is logged. In other words, if the event is logged as being from ServerA in the Application Event Log
of ServerB, no alert or event collection will be triggered. This is by design for security reasons but this
default behavior can be changed.

The Solution

By default SCOM does not alert on or collect events in the event log on an agent that are written from a
computer other than the local computer. For example if ServerA writes an event to the event log on
ServerB and ServerB has a SCOM agent installed, ServerB will not alert on or collect the event as the
logging computer is not the local server, ServerB.

To allow this to occur, you must edit the XML of the Management Pack and change the
<AllowProxying>false</AllowProxying> value to true. This property only exists with Collection rules. See
http://technet.microsoft.com/en-us/library/dd391815.aspx for more information.

The reason for this is that Microsoft considers the enablement of this parameter a security risk so there
is no override on rules that Microsoft provides in sealed MPs or in rules created from the operations
console. Therefore you need to create a custom management pack using the Authoring console or the
Authoring node in the Operations Console and export the MP and edit the xml to provide this parameter
<AllowProxying>true</AllowProxying> on the Microsoft.Windows.EventProvider datasource.

Thanks to Clive Eastwood for this insight!

If you would like a response to an event, responses are possible with collection rules, you simply need to
add a script or command response to the alert collection rule. Read on for more on this...
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Environment
ServerA = icgbackup (Windows Server 2003, no SCOM agent)

ServerB = opsrms (SCOM RMS)

Creating the Event from the Remote Computer

To log an event on a remote computer run the following command on icgbackup:

logevent -m \\opsrms -s W -c 100 -r "my batch program™ -e 88 *batch
program failed!"

mmand Prompt

C:xInfront>

C:sInfront>logevent —m ““opsrms —s W —¢c 188 —» "my bhatch program' —e 88 "batch p
rogram failed?"

Logevent command completed successfullyt

C:sInfront_

Confirm the event is in the Application Event Log on the remote computer opsrms.

Ewent |

Date: i Source:  my batch program + |
Time: 10:23:35AM Categary: [100)

Type: W arhing Ewvent|D: 88 ¥ |
Uzer: HAA
Computer. ICGBACKUP

Description:

The description for Event [D [ 88 ] in Source [ my batch program | cannot
be found. The local computer may not have the necezsany registy
infarmation or message DLL files to display messages from a remaote
computer. You may be able to uze the AALXSOURCE= flag to retrieve this
degcription; zee Help and Support for detailz. The following information is
part of the event: batch program failed!.

Diata: % Butes € Words

QK. I Cancel | Lpply |
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Create a Collection Rule for this Event
To create a Collection rule for this event:

1. Open the Operations console. Select the Authoring node. Expand Management Pack Objects.
Right click on Rules and select Create a new rule.

2. Inthe Create Rule Wizard under Collection Rules, expand Event Based and select NT Event Log
(Alert). Select the TestMP to store the new rule and click Next.

3. Onthe General page, type Test Rule as the rule name. Change the rule category to Collection.
Click the Select button and target the rule to Windows Server 2003 Operating System. Clear the
rule is enabled check box. Click Next.

4. Leave Application log selected and click Next.

{‘L Event Log MName
Lo
B Typer 5 Helo
Genssl
i Specly log
Sipecly an eveni log name ko ead evenils from. You can b o & conpuler o e s sl
B Evend Expresaon rom b v loge.
Ly s
<ﬂww| Hed I LCarnnl I
p

5. Type 88 in the Event ID value. Type my batch program in the Event Source value. Click Next.
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6. Click Create.

Enabling the Rule through an Override

Note: This is not necessary, you can enable the rule natively but creating the rule disabled and enabling

it through an override during testing is a best practice.

In the Authoring node of the Operations Console, change the scope to Windows Server 2003 Operating

System as this is the object class that you targeted the rule to.

Scope Management Pack Objects by target(s)

Select the target you want to use from the list below. You can alsa use the “Loak for." field belaw ta filker downta a
specific target ar sort the targets by Management Pack.

Look for. I

& Yiew common largets

© View all targets

Clear

Target

I Management Pack

| D escription :I

O “windows Operating System

O “windows Server

O ‘windows Server 2000 Camputer

O windows Server 2000 Disk Partition

O windows Server 2000 Logical Disk

O ‘windows Server 2000 Netwark Adapter
O ‘windows Server 2000 Dperating System
O “windows Server 2000 Physical Disk
O ‘windows Server 2000 Processor

O ‘windows Server 2003 Camputer

O “windows Server 2003 Disk Partition

O ‘windows Server 2003 Logical Disk

O ‘windows Server 2003 Netwark Adapter

O “windows Server 2003 Operating System_E xte.
O ‘windows Server 2003 Physical Disk
O ‘windows Server 2003 Processor

1 e e C ot 000 Db e

<

‘wfindows Core Library
‘windaws Core Library

Windows Server 2000 Ope. ..

Windows Server 2000 Ope,
‘WwWindows Server 2000 Ope

Windows Server 2000 Ope. ..
‘Windows Server 2000 Ope. ..

Wwindows Server 2000 Ope.

‘wiindows Server 2000 Ope. ..
Windows Server 2003 Ope. ..

Windows Server 2003 Ope.

‘windows Server 2003 Ope. ..
Windows Server 2003 Ope. ..

Client Monitoring Overrides

‘wiindows Server 2003 Ope. ..
Windows Server 2003 Ope. ..

Vi fideiin Cerane 0D Mo

AllWindaws Dperating Systems
All'wWindows Servers

Allinstances of computers running the
Allinstances of a disk partition on a’
Allinstances of a logical disk on a ‘Wi
Allinstances of a netwark adapter on
Allinstances of the Windows Server
Allinstances of a physical disk on a'
Allinstances of & pracessor on & Wwin
Allinstances of computers running the
Allinstances of a disk partition on a’
Allinstances of a logical disk on a ‘i
Allinstances of a netwark adapter on

Allinstances of & physical disk on a \/J

Allinstances of & processor on a'Win
Al b PPN bovees o emivnes o
I v

Select Al | Llear All | 776 total Targets, 218 visible, 1 selected

Scroll through the list of rules to locate the rule you created named Test Alert.
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Right click on the Test Alert rule and select Overrides | Override the rule | For a specific object of type:
Windows Server 2003 Operating System.

Select the Opsrms server in the list and click OK. This is the server that you want to enable the rule on.

Select Objeck [ %]

Enter your search text below. Thiz searches both display name and path.

Matching objects

I Display Mame | Fath
[ﬂ]‘ Microsoft{R] Windows[R] Server 2003...
[ﬂ]‘ Microgoft{R] Windows(R) Server 2003...
[ﬂ]‘ Microsoft{R] Windows(R] Server 2003...
[ﬂ]‘ Microzoft{R] Windows[R] S erver 2003

{ R R
[ﬂ]‘ Microsoft{R] Windows(R] Server 2003...

icgtorsp.infrontconsultinggroup. local
icgtord.infrontconsultinggroup. local
icgtorde. infrontconzultinggroup. local

TestllSSrvrinfrontconsultinggroup. local

0Pt fror inggroup. local
OPS 501 infrantconsultinggroup. local

oK I Cancel |
4

Place a check mark to the left of the Enabled property. Change False to True and click Apply. Click OK.
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Dverride Properties [ <]
Fule name: Test ler
Categony Her
Overides taget Dbiect: icrosoft] Windows(R) Server 2003, Enterprse Ediion
Dveride-cantrolled parameters: S
Overide | Parameter Mame | Parameter Type | Overide Seting | Effectivealue | Change Status Enforced
’ Enabled Boolean Tue Te Mo change] r
T [severty Irteger 2 E Mo change] r
[ O iy Integer 2 2 Mo changel r
Detalk:
Enabled Description Edi.
The custom averide for his parameler i defined in
TeshP
The effective value i set
- a5 o prferied valie
- on the current target
- by the cusiom ovenide in TestME"
st modifed al. 5728/20019 10,51:38 A

Management pack

‘Select destination management pack:
[Testr | e

Help

The rule is now enabled.

Export and Modify the XML

In order to get the collection rule to collect an event written to the opsrms (ServerB) server from
icgbackup (ServerA) you need to modify the MP’s XML. By default the collection rule does work until you
edit the XML and change the default <AllowProxying>false</AllowProxying> to
<AllowProxying>true</AllowProxying>. After making this change, increment the version of the MP and
save it to disk. Then import the new version into Operations Manager. Once the updated rule has been
received and you rerun the remote creation of the event, you can see below that the event written from
another computer icgbackup is captured.
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This is part one of a two part solution as the second request is to have a response run. To do this we will
have to modify the Event Collection rule.

In the Authoring node of the Operations Console, locate the Collection rule and open the Properties of
the rule. Select the Configuration tab and click Add at the bottom right in the Responses section.

Select Run Script. Enter a script name and enter the script code.

g Script
@ Help
Enter script information
File Mame: |stopblowser.vbs
Example: MyScript vbs
Timeout: 133 Minutes -
G Editin full screen...
strSemceNamle = "Browser" B

Set obWhilService = GetUbject("winmgmts: {impersonationLevel=inpers:
Set collistOfServices = obWhilService. EzecQuery("Select * from Win3:
For Each obj3ervice m collistOfServices

objService. StopService()
Ie=t

4 | LILI

Click the “Parameters..." button to specify the script parameters,

Parameters...

cpevios | e [[gmsn || cancal |

4

Running the logevent command from icgbackup now successfully logs an event to opsrms in the

Application log and the event collection rule picks it up and the new script response now runs and stops
the browser service.
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