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Active Directory Integration in Operations Manager 2007

MOMADAdmin.exe is a new tool included in the Support Tools folder on the Operations Manager 2007
media that allows you to prepare the Active Directory for AD Auto Agent Assignment. This tool does
NOT make schema changes. It does create an Active Directory container for an Operations Manager
2007 Management Group. This container is created within the domain of the computers it manages.
The purpose of this container is to assign Operations Manager administrators the rights needed to add
Management Servers and assign agents to the Management Servers without the need for domain
administrator credentials.

On a DC, logged on as a member of the Domain Admins group, open a CMD window and navigate to
OpsMgr2007Rc2\Support Tools directory type MomADAdmin.exe <mgmtgroupname>
domain\OpsMgrAdminsSecurityGroup domain\imanagementservername domain.

¢ Command Prompt

D:=smomadadmin.exe corphg demomom~OpsHgrSecurityAdmins demomom~moml demomomn
Mi-::rusuft Suyztem Center Operations Manager 28807 — MOM AD Configuration Tool
(G) Copyright 2000-2806 Microsoft Corp.

Successfully Created a container for ManagementGroup corphg
Successfully added MOM1i5 to demomom~0OpsMgrSecurityfidmins security group

Dz

The result of this command was a new container named OperationsManager with a child container
named after the name of the management group and two child containers named HealthServiceSCP
and SDKServiceSCP being created.

Learn more about SCOM 2007 R2 and the SCOM 2007 R2 Bootcamp at
http://www.infrontconsulting.com/training.php
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A domain local security group named mgmtgroupname_HSvcSCP_SG is also created in the
MgmtGroupName container.

The computer account of the root management server and the group ‘OpsMgrSecurityAdmins’
specified in the MOMADAdmin.exe command are both granted Read access to the
managementgroupname container in AD.

The domain local security group named mgmtgroupname_HSvcSCP_SG is granted Read permission
on the HealthServiceSCP container but on this container the ‘OpsMgrSecurityAdmins’ specified in the
MOMADAdmin.exe command is granted Full Control.

The ‘OpsMgrSecurityAdmins’ specified in the MOMADAdmin.exe command is granted only Read
permission on the SDKService SCP container as is the root management server computer account.
The mgmtgroupname_HSvcSCP_SG domain local group isn’t defined in the DACL.

Finally, we must add the security group ‘OpsMgrSecurityAdmins’ as a member of the Operations
Manager Administrators role for the Management Group. To do this navigate to the Administration
node and expand Security and select User Roles. Right click the Operations Manager Administrators
role and select Properties.
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“# Operations Manager Administrators - User Role Properties

General | Author Scope | Group Sc:u:npel Tasksl Wiews I

General

Lser rale narne: ser role members: EE‘ Add... D Remaove
Mernber Manme | Darnain I
BUILTIMNYAdministrators

Description

The Cperations Manager Administrators user ;I
tole is created at setup time and cannok be

deleted. This role rmust contain one or more

global groups.

Profile:

Administratar

Profile description:

The Adminiskratar profile includes full privileges ;l
to Operations Manager. Mo scoping of the
Administrator profile is supported.

k. I Cancel Spply

Click Add and add in ‘OpsMgrSecurityAdmins’ and click OK. Click OK again.

Define Auto Agent Assignhment settings in Active Directory

A new feature in Operations Manager 2007 allows you to define agent assignment settings in Active
Directory. This allows you to define the agent managed computers and the management servers that
will monitor them. To configure this, navigate to the Administration node and under Device
Management select Management Servers. Right click on a Management Server and select Properties.
Click Add on the Auto Agent Assignment tab.

Notice the note that theMOMADAdmin.exe tool must be run by a member of the Domain
Administrators group before running this wizard.

Click Next on the Introduction page.
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Agent Assignment and Failover Wizard

b
| Introduction

Introduction @ Help

Clomain Introduction

[nclugion Criteria

; - This wizard will guide wou through the process of assigning agents to this management
Exluzion Crteria server using Active Directary,

Figart Falovz There are Four skeps ko completing this wizard:

- Specify a domain
- Specify criteria For inclusion of computers
- Exclude specific computers

- Manage agent Failover

P =2 Mote: The MOMADADMIN.exe command line toal musk be run by a domain
\() administrator before running this wizard, This tool can be found in the Swskem Center
Cperations Manager 2007 direcotry, or on the CDin the "Suppork Tools' direckorsy:.

To beqgin the Discovery process, click "Mext"

[ o not show this page again

<Ereviu:uus| Hext > I [Create Cancel

Click Next.
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gent Assignment and Failover Wizard

b
| Domain

Introduction @ Help

Domain Specify the domain that the agent computers are in

[nclugion Criteria
Ewcluzion Criteria Select a domain From the lisk or tyvpe the name of domain or FQDM of a domain contral
Lgent Failower IDEMOMOM.cDm j

E.g. D01, COMTOS0, COM

[T iise 5 different account £o perform agent assignment in the specitied damain

Seleck Run As Prafile:

I.ﬁ.ctive Directory Based Agent Assignment Account j (=10 |

<Ereviu:uus| Hext > I [Create Cancel

Click Configure on the Inclusion Criteria page.
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e Agent Assignment and Failover Wizard

Inclusion Criteria

Introduction @ Help

Clomain Create an inclusion criteria

[nclugion Criteria

E wclusion Criteria Specify the computer inclusion criteria using a Lightweight Directory Access Prokocol (LR
filker that rmakches the target computer accounts in Active Directory.,

BAagent Fallawver

Mote: You can creake the agent assignment exclusion rule For the selected domain, on the
nexk screen,

<Ereviu:uus| et = [Create | Cancel

Define your LDAP query such as
(&(sAMAccountType=805306369)(objectCategory=computer)(operatingSystemVersion=5%)) to look for
any computer where the operating system version starts with 5. This will include all Windows 2000
through Windows Server 2003 R2 systems as well as XP systems. Click Next.

Click Next on the Exclusion rule page.
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el Agent Assignment and Failover Wizard

&

i Exclusion Criteria

Intraduction :
@ Help
Clomain Create an exclusion rule

Imeluzion Criteria
Exclude computers from the previous inclusion query by manually tvping in the Fully
zion Criteria Qualified Domain Mame (FQDM) of the computeris) wou would like ko exclude From the rule.

Agent Failover

Separate each computer name by a semi-colon, comma, or a new ling:

E.g. SALES COMTOS0, COM

<EIE'\-'iDL,IS| Mext = I Create Cancel

Determine your automatic failover settings and click Create.
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Agent Assignment and Failover Wizard

b
i Agent Failover

Intraduction @ Help
Dramain Configure agent Failover

[nclugion Criteria

f+ Automatically manage Tailover

Exluzion Criteria
: . The agents will automatically report bo the other management servers in the same
Agent Failover management group if their primary management server becomes unavailable.

= Manually configure failover

Deselect servers that you dont want agents ko Failover to (f For example, one of servers
is a critical management server that cant handle any additional load,

Managerment Server | Damain | # Agents |

Maote: If additional management server(s) are added vou will meed to run this wizard if
wou want agent to Failowver ko ik,

< Previous et = | Create I Cancel

Click OK on the Agent Auto Assignment page.
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MOM1.DEMOMOM.com - Management Server Properties ﬂ

Auto Agent Azsignment | Heartl:ueatl Seu:urit_ul Prowy Settingsl

add or modify agent assignment sektings in Active Directory, The settings specifies which
agent manaded camputers will be maonitored By Ehis management server,

Auto Agenkt Assignment:

Click ‘add' to specify agent assignment setting for a new domain or choose existing domain’s
assignment setting and click 'Edit’,

gEadd.. 7 Edi.. 2 Delete

Cramain | Lightweight Directary Access Probocol Query |
DEMCICN, com (B sAMACCount Type=805306369) objectCategory=computer i{operat. ..

k. I Cancel Spply

Enabling Agent Proxying

Agent proxying must be enabled for all Domain Controllers and Exchange Servers. This is because
discovery data is submitted by the DCs which reference objects that are not ‘owned’ by the Health
Service on the DC. Exchange Topology discovery requires that Agent Proxying be enabled on all
Exchange Servers.

To enable agent proxying, navigate to the Administration node and under Device Management select
Agent Managed. Right click on the DC or multiple DCs and select Properties. Select the Security tab
and enable Allow this agent to act as a proxy and discover managed objects on other
computers and click OK.

Learn more about SCOM 2007 R2 and the SCOM 2007 R2 Bootcamp at
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DEMODC.DEMOMOM.com - Agent Properties ﬂ

Heartbeat Security |

Agent Proxy:

Iv Aiiow this agent to act as a proxy and discover managed objects on other computers

Mote: There is a pokential risk involved in allowing an agent ko discover external
managed objects,

k. I Cancel Apply

New Event Log

On every system that has an Operations Manager agent installed, as well as on the server hosting the
Operations Manager database and the server acting as the Management Server a new Event Log
called Operations Manager is created.
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Q File  Action Wiew Window Help ‘;Iilil
| | =]
g Computer Management (Lacal) Type | Date | Time | source | category | Bvent | Use
L:Jm System Tools @Informatinn 122902006 31958 PM CpsMgr Conneckor More 21019 e
E@ Event Vigwer €3Errar 12/29}2006 H17:52PM  OpsMgr Conneckor Mone 21006  MjA
Application EIrformation  12/29(2006  H17:36PM  OpsMar Conmector Mane 21024 NJA
Directary Service (@ nformation  12/29{2006 1211 PM  Opsgr Cannectar More 21024 M
DR Server | @irformation  12(29/2006  307:04PM  OpsMgr Connector None 21024 NjA
i File Replication Sevice | )irformation  12/20/2006  3:02:25PM  Health Servics Modules Mo 10111 A
"'r"“ Wl | DIformation  12/23/2006  3:02:22PM  Health Service Modules  None 10111 A
System QError 12/29/2006 H:01:51 PM OpsMor Conneckor Mone 21006 MfA
SHared Folders @Informatiun 12/29/2006 H:01:50PM  OpsMor Conneckor Mone 21024 MfA
&8 Performance Logs and Alstt: @Informatiun 12/29/2006 Z:56:46 PM OpsMgr Conneckor Mone 21024 M/A
), Device Manager &Warning 12/29/2006 Z:52:26 PM  Health Service Modules Mone Z1405  M/A
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& Disk Defragmenter @Informatinn 12}29/2006 215225 FM  Health Service Modules Mone 10117 MfA
g Disk Management @Informatinn 12/29/z006 Z:52:25PM  Health Service Modules Mone 10117 MfA
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@Informatinn 1212912006 25224 PM Health Service Modules Morne 10117 M4
@Information 12/29/2006 2:52:21 PM Health Service Modules Mone 10113 MN/A
anFnrm:Hnn 120200 2nne T DM Healbh Savoica Mediilac Blama iM117 (AR hd
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Wow, this was a chore! For AD integration to work, | needed to perform a bunch of steps that weren’t
in the docs including raise my domain level to Windows 2000 native from the default Windows 2000
mixed but | didn’t see this mentioned anywhere in the docs. Did | miss something or does this need to
be added to the docs? This was a change | made after receiving an error message in the Operations
Manager event log with Event ID 2010 from source Health Service is the Health Service isn’t able to
connect to Active Directory.

Another common event that appears after Operations Manager installation and MOMAdmin
configuration is Event ID 11467 from source Health Service Modules indicating that a MOMAdmins
member needs to be a domain account. This error will be generated every 60 minutes in the
Operations Manager event log on the MOM Management Server until configured correctly. | guess |
was logged on as the local Administrator when | installed it so the only member was the
BUILTINVAdministrators group.
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| Event Properties ed |
1

Event |
' D ate: 1 Source:  Health Service Modules

Timne: 10:12:11 PM Categony: Mone

| I oL +
Type: Error Event |D: 11467 |
User: Mg
Computer: kO 1

Descrption:

komédming member needs to be a domain account. Can nok map
BUILTIM Administrators to a domain account

| Wiorkflove name: DEMOMOR_MOM1_DEMOMOM. com
Inztance name: MOKT.DEMOMOM. com

! Inztance [0 {DF100544-28E0-5F3E -7 70 7-1FF7E 3440362}
1 b anagement group: corphg

Faor mare information, zee Help and Support Center at
hittp: /¢ go. microgoft comdwlink/events. asp,

| Diata; £ Bytes ) wWiords
) -]
) |

' k. I Cancel | Smply |

Then another error occurred even through the group was added to the MOMAdmins role but no users
were in the group other than the Mgmt Server computer account$. To correct this, | added the domain
account da_rory which was an ordinary user but after an hour the alert didn’t go away. Then | restarted
the SDK service and the Config Service on the Mgmt Server. After restarting the Health Service on the
management server, Event ID 2017 from source Health service was logged indicating that the AD
integration has been disabled and in order to enable it you have to set the value EnableADIntegration
tolin
HKLM\System\CurrentControlSet\Services\HealthService\Parameters\ConnectorManager\EnableADIn
tegration.
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Event Properties

Ewvent |

D ate:

] Source:  HealthService + |
Time: 125318 P Category:  Health Service

Type: Infarmation  Event [D: 2017 + |
I zer: Mt
Cormputer: kO 1

Dezcrption:

Active Directory integration has been dizabled. To enable Active Directony
integration, zet the walue 'SY'STEMACurentControlSetsServices

YHealthService\ParametershConnectortd anagert E nabled Dintegration’ in
the registry to 1",
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http: /0. microgoft, comdwlink/events, asp,

Diata: f® Bytes ) wWiords

k., I Cancel | Spply |
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i e

Next | found that event with ID 11467 continues to appear when BUILTIN\Administrators is a member
of the MOMAdmins role. Removed that group and the event stopped.

Oh, don’t forget to restart the OpsMgr config and SDK services after every change.

Finally success indicated by Event ID 2012 being logged indicating that the Health Service
successfully retrieved policy from AD.
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Event Properties

Event |

D ate: 12/30/20068 Source: HealthService
Time: 1:5816 P Category: Health Service

Type: Information Event [D: 2012 + |
zer Mt

Computer:  kOM1

Dezcrption:

The Health Service successfully retiieved palicy from Active Directony

Faor maore infarmation, zee Help and Support Center at
http: /4o, microsoft. comdfwlink/events. asp.

Diata: f* Butes ) Wiords

=)
[

k. Cancel | Smply |

Well, not yet actually. | had to then add a user to the domain global security group
OpsMgrSecurityAdmins named da_rory that was an ordinary user. Then | had to grant
OpsMgrSecurityAdmins Write, Create All Child Objects, Delete All Child Objects, and Add/Remove
self as a member on the DACL of the MOM1_SecondarySG_54889 domain local group created in the
<mgmt group name> container. Then | granted OpsMgrSecurityAdmins Write, Create All Child
Objects, Delete All Child Objects, and Add/Remove self as a member on the DACL of the
MOM1_PrimarySG_54889 domain local group created in the <mgmt group hame> container. Granting
those permissions results in the groups being visible in the <mgmtgroupname> container and allowed
for the creation of the MgmtServer_SCP container.

Learn more about SCOM 2007 R2 and the SCOM 2007 R2 Bootcamp at
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Event Properties

Ewvent |

D ate: Source:  Health Service Modulesz $ |
Time: L0258 Pk Categony: Mone

Type: Error Ewvent ID: 11461 + |

2%

User: A
Computer: kO 1

Description:

Aooezs waz denied while adding members ta the Securty Group -
bOMI_PrimanSG_54889 in domain DEMOMOM. com. Please enzure

that the groups where created with corect ACL: and that the account
the rule iz running under haz accesz

Wiorkflow name: DEMOMOR_MOM1_DEMOMOM. com _
Inztance name: MOKMT.DEMOMOM. com
Instance [0 {DF100544-28E0-5F9E -7 70 7-1FF 7B 3440362}

b anagement group: corphg j
| Diata; £ Bytes ) wWiords

2k, I Cancel | Spply |

That’s it!

Have fun, learn Ops Mgr 2007!
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