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Active Directory Integration in Operations Manager 2007

MOMADAdmin.exe is a new tool included in the Support Tools folder on the Operations Manager 2007
media that allows you to prepare the Active Directory for AD Auto Agent Assignment. This tool does
NOT make schema changes. It does create an Active Directory container for an Operations Manager
2007 Management Group. This container is created within the domain of the computers it manages.
The purpose of this container is to assign Operations Manager administrators the rights needed to add
Management Servers and assign agents to the Management Servers without the need for domain
administrator credentials.

On a DC, logged on as a member of the Domain Admins group, open a CMD window and navigate to
OpsMgr2007Rc2\Support Tools directory type MomADAdmin.exe <mgmtgroupname>
domain\OpsMgrAdminsSecurityGroup domain\managementservername domain.

¢ Command Prompt

D:“>momadadmin.exe corphg demomom*0OpsHgrSecurityfAdmins demomom~moml demomom
Hicrnsuft System Center Operations Manager 2087 — MOM AD Configuration Tool
(C) Copyright 2008-2886 Microsoft Corp.

Successfully Created a container for ManagementGroup corphg
Successfully added MOMi5 to demomom™OpsMgrSecurityfidmins security group

Trzs»

The result of this command was a new container named OperationsManager with a child container
named after the name of the management group and two child containers named HealthServiceSCP
and SDKServiceSCP being created.
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A domain local security group named mgmtgroupname_HSvcSCP_SG is also created in the
MgmtGroupName container.

The computer account of the root management server and the group ‘OpsMgrSecurityAdmins’
specified in the MOMADAdmin.exe command are both granted Read access to the
managementgroupname container in AD.

The domain local security group named mgmtgroupname_HSvcSCP_SG is granted Read permission
on the HealthServiceSCP container but on this container the ‘OpsMgrSecurityAdmins’ specified in the
MOMADAdmin.exe command is granted Full Control.

The ‘OpsMgrSecurityAdmins’ specified in the MOMADAdmin.exe command is granted only Read
permission on the SDKService SCP container as is the root management server computer account.
The mgmtgroupname_HSvcSCP_SG domain local group isn’t defined in the DACL.

Finally, we must add the security group ‘OpsMgrSecurityAdmins’ as a member of the Operations
Manager Administrators role for the Management Group. To do this navigate to the Administration
node and expand Security and select User Roles. Right click the Operations Manager Administrators
role and select Properties.
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“3. Operations Manager Administrators - User Role Properties ﬂ

General | Author Scope | Group Scopel Tasks I Wiews I

General

Lser role name: User role members: ';gi Add... X Remoye

ager Administ Member Mame | Domain
BUILTIM|Administrators

Descripkion

The Cperations Manager Administrators user ;I
tole is created at setup time and cannaot be

deleted. This role must conkain one of more

global groups.

Profile;

Adriniskratar

Profile description:

The Administrator profile includes Full privileges ;l
to Dperations Manager. Mo scoping of the
Administrator profile is supported.,

kK I Cancel Lpply

Click Add and add in ‘OpsMgrSecurityAdmins’ and click OK. Click OK again.

Define Auto Agent Assignment settings in Active Directory

A new feature in Operations Manager 2007 allows you to define agent assignment settings in Active
Directory. This allows you to define the agent managed computers and the management servers that
will monitor them. To configure this, navigate to the Administration node and under Device
Management select Management Servers. Right click on a Management Server and select Properties.
Click Add on the Auto Agent Assignment tab.

Notice the note that theMOMADAdmiIn.exe tool must be run by a member of the Domain
Administrators group before running this wizard.

Click Next on the Introduction page.
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@ Help
Dlomain Introduction

Incluzion Criteria
_ - This wizard will guide wou through the process of assigning agents to this management
Exclusion Criteria serwer using Active Directary,

Hgarit Fallove There are Four steps to completing this wizard:

- Specify a domain
- Specify criteria For inclusion of computers
- Exclude specific computers

- Manage agent: Failover

¢y Mate: The MOMADADmIN.exe command line tool must be run by a domain
\() administrator before running this wizard, This tool can be Found in the System Center
Cperations Manager 2007 direcotry, or on the CDvin the 'Support Tools' direckary,

To beqin the Discovery process, click "hext"

[~ ©o'not shaw this page again &

<Erevinu&| Mext > I LCreate Cancel

Click Next.
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gent Assignment and Failover Wizard x|

]
i Domain

|ntroduction @ Help
D N Specify the domain that the agent computers are in

Incluzion Criteria

E wcluzion Criteria Select a domain From the lisk ar type the name of domain or FQDM of a domain control

Agent Failover IDEMOMOM.cum j

E.q. DCO1, CONTOS0, COM

[ iise a different account bo perform agent. assignment in the specitied domain

Seleck Run As Profile;

I.ﬂctive Directory Based Agent Assignment Account j e, |

<Erevinu&| Mext > I LCreate Cancel

Click Configure on the Inclusion Criteria page.
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Agent Assignment and Failover Wizard x|

b
i Inclusion Criteria

[ntroduction @ Help

Create an inclusion criteria

E wcluzion Criteria Specify the computer inclusion criteria using a Lightweight Directory Access Prokocol (LDAR)
fileer that matches the karget computer accounts in Active Directory,

Aaent Failawer

Mote; You can creake the agent assignment exclusion rule For the selected domain, on the
nexk screen,

< Previous Hewt > LCreate Cancel

Define your LDAP query such as
(&(sAMAccountType=805306369)(objectCategory=computer)(operatingSystemVersion=5*)) to look for
any computer where the operating system version starts with 5. This will include all Windows 2000
through Windows Server 2003 R2 systems as well as XP systems. Click Next.

Click Next on the Exclusion rule page.
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s Agent Assignment and Failover Wizard i[

]
I Exclusion Criteria

| ntroduction @ Help

Diomain Create an exclusion rule

Incluzion Criteria
Exclude computers From the previous inclusion query by manually Eyping in the Fully
zint Criteria Qualified Domain Mame (FODMN) of the computer(s) you would like to exclude from the rule.

Agent Failower

Separate each computer name by a semi-colon, comma, or a new line:

E.q. SALES.CONTOS0, COM

<Erevinus| MNest > I Lreate Cancel

Determine your automatic failover settings and click Create.
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’__‘.'" Agent Assignment and Failover Wizard il

n
i Agent Failover

| ntroduction

@ Help

Diomain Configure agent Failover

Inclusion Criteria

=" Automatically manage failover

E cluzion Criteria

- - The agents will automatically report to the other management servers in the same
Agent Failower management group if their primary management server becomes unavailable,

= Manually configure failover

Deselect servers that wou don't want agents ta Failover ta f For example, one of servers
is a critical management server that cant handle any additional load),

Management Server | Darmain | # Agents |

Mate; IF additional management server(s) are added wou will need to run this wizard if
wou want agent to Failover ko it,

£ Previous et > | Create I Cancel

Click OK on the Agent Auto Assignment page.
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MOM1.DEMOMOM.com - Management Server Properties 5[

Auto Agent Assignment I Heartheat I Security I Prosy Settings I

#dd or modify agent assignment settings in Ackive Direckory, The settings specifies which
agent managed computers will be monitored by this management server,

Auto Agent Assignment:

Click 'add' to specify agent assignment setting For a new domain or choose existing domain's
assignment setting and click 'Edit’.

gEadd.. o Edit.. P Delete

Ciamain | Lighkweight Direckory Access Prokocol Query |
DEMOMOM, com (B sAMACcount Type=5805306369 ) object Category=computer i oper at, .,

(] 4 I Cancel Apply

Enabling Agent Proxying

Agent proxying must be enabled for all Domain Controllers and Exchange Servers. This is because
discovery data is submitted by the DCs which reference objects that are not ‘owned’ by the Health
Service on the DC. Exchange Topology discovery requires that Agent Proxying be enabled on all
Exchange Servers.

To enable agent proxying, navigate to the Administration node and under Device Management select
Agent Managed. Right click on the DC or multiple DCs and select Properties. Select the Security tab
and enable Allow this agent to act as a proxy and discover managed objects on other
computers and click OK.
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DEMODLC.DEMOMOM.com - Agent Properties 5[

Heartheat Security |

Agent Proxy:

Iv iiiow this agent to act as a proxy and discover managed objects on other computers

Moke: There is a pokential risk involved in allowing an agent to discover external
managed objects,

(] 4 I Cancel Apply

New Event Log

On every system that has an Operations Manager agent installed, as well as on the server hosting the
Operations Manager database and the server acting as the Management Server a new Event Log
called Operations Manager is created.
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E Computer Managemenk = |E||5|

‘g File  Action Wiew ‘Wwindow Help |;|i|£|
& - | | =
Q Computer Management (Local) Twpe | Drate | Time | Saurce | CZategor | Event | Use;l
Eﬁ System Tools @mformation 12/29/2006 31958 PM OpsMgr Connector Mane 21019 Nm_l
= (i) Event viewer €3Error 12j29{2006  31T:52PM OpsMlgr Connector Mone 21006 NiA
1| Application Eirformation  12/29/2006 3TE6PM OpsMgr Connector Mone zi0z4  MA
Directory Service EIrformation  12/29/2006 31211 PM  OpsMgr Connectar More 21024 NA
LIRSS | @rrformation  12/29(2006  3:07:04PM  OpsMgr Connector Mone 21024 NjA
Flie ReplcationServic® | () infFormation  12/29/2006  3:02:25PM  Health Servics Madules  Nore 10111 M
"'r':' WRe® | (D information  12/79(2006  302:22PM  Health Service Modules  Hone 10t M
| System QError 12/29/2006 30051 PM OpsMgr Connector Mone 21006 MNfA
E]"'Q SHared Folders @Information 12/29/2006 30LS0PM  OpsMgr Connector Mone 21024 NfA
Performance Logs and Alert: @Information 12(29/2006 Z:56:46 PM  OpsMgr Connector Mone 21024 MA
-8 Device Manager &Warning 12(29/2006 Z:52:26 PM  Health Service Modules Mone 21405 M/A
EI"@ Storage @Information 12/29/2006 2:52:25PM  Health Service Modules  Mone 10117 Mf&
E- E;,‘ Femovable Storage @Information 12/29/2006 2:52:25PM  Health Service Modules Mane 10117 M/A
& Disk Defragmenter @Information 12(29/2006 Z:52:25PM  Health Service Modules Mone 10117 M4
-.i- Disk Management @Information 12(29/2006 Z:52:25 PM  Health Service Modules Mone 10117 MfA
E]--& Services and Applications @Information 12{29/z006 Z:52:24 PM Health Service Modules Tane 10117 MiA
@Information 12/29/2006 2:52:24 PM  Health Service Modules Mane 10117 M/A
@Information 12(29/2006 Z:52:21 PM  Health Service Modules Mone 10113 M4 -
A I I _'I t;;l‘)Tnanm:nhnn 12 atenne ETC D Haxzlth Saruicra Madolac I'\.Il—unn 1iniiz I'\E\I—I

Wow, this was a chore! For AD integration to work, | needed to perform a bunch of steps that weren’t
in the docs including raise my domain level to Windows 2000 native from the default Windows 2000
mixed but | didn’t see this mentioned anywhere in the docs. Did | miss something or does this need to
be added to the docs? This was a change | made after receiving an error message in the Operations
Manager event log with Event ID 2010 from source Health Service is the Health Service isn't able to
connect to Active Directory.

Another common event that appears after Operations Manager installation and MOMAdmin
configuration is Event ID 11467 from source Health Service Modules indicating that a MOMAdmins
member needs to be a domain account. This error will be generated every 60 minutes in the
Operations Manager event log on the MOM Management Server until configured correctly. | guess |
was logged on as the local Administrator when | installed it so the only member was the
BUILTIN\Administrators group.
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i Event Properties d |

Ewvent |

WIS Source: Health Service Modules + |
Time: 10:12:11 PM Categony: Mone

I Twpe: Errar Event [D: 11467 + |
Uzer: I A,
Computer; Ok

=

Dezcription:;

M amddming member needs to be a damain accaunt. Cah nat map
BUILTIMAdministrators to a domain account

ik fliow name: DEMOMORM_MOM1_DEMOMORM. com
Instance name: MOMT.DEMOMOM. com

! Instance |D: {DF100544-28E0-5F3B- 770 7-1FF7B 34403621
I b anagement group: corphg

Far mare infarmatian, see Help and Suppart Center at
httpe A oo, microzoft, comdfwlinkdeventz. asp.

1 Data: & Butes € Words
. 2]
| [

' k. I Cancel | Smply |

Then another error occurred even through the group was added to the MOMAdmins role but no users
were in the group other than the Mgmt Server computer account$. To correct this, | added the domain
account da_rory which was an ordinary user but after an hour the alert didn’t go away. Then | restarted
the SDK service and the Config Service on the Mgmt Server. After restarting the Health Service on the
management server, Event ID 2017 from source Health service was logged indicating that the AD
integration has been disabled and in order to enable it you have to set the value EnableADIntegration
tolin
HKLM\System\CurrentControlSet\Services\HealthService\Parameters\ConnectorManager\EnableADIn
tegration.
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Ewent |

D ate: 12 Source:  HealthService
Time: 12:53:18 PM Categorny: Health Service

_t |
Type: Information  Ewent |0 2017 + |

Uzer: [ £,
Computer; kOR1

Dezcription;

Active Directony intearation has been dizabled. To enable Active Directary
integration, zet the value "SS5 TEMACurmentControlS ethServices
YHealthServicehParameters\Connectort anagerE nabled D ntegration’ in
the reqgizty to 1,

For more information, zee Help and Support Center at
httpe A foo. microzoft, comdfwlinkdevents aso.

Diata: % Butes ) Wards

& Registry Editor o ] 1|
File Edit \iew Favorites Help
-] Gpc ;I Marme Type | Data
L—_JD HealthService (Default) REG_SZ {value not set)
{:| Erum

.;EI’IE!tI|E=F\E‘II’ItEI;]FE!tiI:IFI REG_DWORD 0=00000001 (1)

B Parameters

Ea ConnectorManager
{27 Approved AD Man
D Management Groups
{:| SecureStorageManage
{7 Performance

D Securiby J
-1 helpsve
-] HidSer
A
[

/-7 hpn
/771 ot

Next | found that event with ID 11467 continues to appear when BUILTIN\Administrators is a member
of the MOMAdmins role. Removed that group and the event stopped.

Oh, don't forget to restart the OpsMgr config and SDK services after every change.

Finally success indicated by Event ID 2012 being logged indicating that the Health Service
successfully retrieved policy from AD.
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Ewvent |

D1 ate: 1243042006 Source:  HealthService
Tirne: 1:5316 PM  Categary: Health Service
Type: Information  Ewent |0 2012

Uzer: [ 4

Computer; kOR1

;I

Description;

The Health Service successfully retrieved palicy from Active Directon

Far mare infarmation, e Help and Suppaort Center at
httpe oo, microzoft, comdfwlinkeventz aso.

Diata: % Butes ) Wards

=
[

] Cancel | Spply |

Well, not yet actually. | had to then add a user to the domain global security group
OpsMgrSecurityAdmins named da_rory that was an ordinary user. Then | had to grant
OpsMgrSecurityAdmins Write, Create All Child Objects, Delete All Child Objects, and Add/Remove
self as a member on the DACL of the MOM1_SecondarySG_54889 domain local group created in the
<mgmt group name> container. Then | granted OpsMgrSecurityAdmins Write, Create All Child
Objects, Delete All Child Objects, and Add/Remove self as a member on the DACL of the
MOM1_PrimarySG_54889 domain local group created in the <mgmt group name> container. Granting

those permissions results in the groups being visible in the <mgmtgroupname> container and allowed
for the creation of the MgmtServer_SCP container.
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Ewvent |
= WIS Source: Health Service Modules + |
Time: 4:0258 P Categony: Mone

Twpe: Errar Event [D: 11461 + |

Uzer: I A,
Computer; Ok

Dezcription:;

Accezs waz denied while adding memberz ta the Securnity Group =
FOk1_Prirmary5G_54883 in domain DEMOMOM. com. Flease ensure

that the groups where created with correct ACLz and that the account
the rule iz running under has access

ik fliow name: DEMOMOR_MOM1_DEMOMORM. com I
Instance name: tMOMI.DERMOMOM. com

Inztamce |D: {DF100544-28E0-5F3B 770 7-1FF7B 34403621
t anagement group: corphg

I Data: & Butes € Words

That's it!

Have fun, learn Ops Mgr 2007!
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